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Contract Corner
Robert J. Scott

Many Cloud
Contracts
Are Missing a
Critical Term

Cloud computing contracts vary
widely depending on the type of
service being provided and the
market to which that service is
targeted. Cloud services that are
inexpensive or free generally pres-
ent the contract in the familiar
“click-wrap” format that we all, at
one point or another, have “agreed
to” (but that we almost never actu-
ally read). Those agreements often
are wholly in favor of the cloud
service provider. On the other
hand, larger cloud implementa-
tions representing considerable,
strategic business decisions on the
part of the customer (and con-
siderable sales on the part of the
cloud service providers) usually
are accompanied by agreements
that should be read, understood,
and negotiated to meet the right
balance of risk and incentive for

both parties. However, many of
these large-scale implementation
cloud contracts nevertheless are
missing a critical term: the cyber
risk insurance requirement.

Cyber-Liability
Insurance

Cyber risk insurance, or cyber
liability insurance, provides cov-
erage extending beyond the typi-
cal commercial general liability
(CGL) coverage. For example, in
the event of a data breach event,
a cloud provider would find it
difficult to convince its insurance
provider to cover losses if the
cloud provider was relying solely
on CGL coverage. Cyber liability,
on the other hand, is an insurance
product specifically designed to
address losses arising from inci-
dents involving the delivery of
information technology solutions.
Cyber liability comes in a vari-
ety of flavors that should be cus-
tomized for each cloud provider
based on the nature of the cloud
service being provided and the

types of data stored in its serv-
ers. Ideally, cyber liability should
include Errors and Omissions
(covers claims related to the deliv-
ery of technical services), Media
Liability (covers claims related to
handling of media, invasion of pri-
vacy, and some intellectual prop-
erty claims), and Fidelity Liability
(employee crimes, such as inten-
tionally leaking data or using per-
sonal information) coverage.

Conclusion

Without an appropriate insur-
ance policy incorporating suffi-
cient coverage limits for privacy or
security breaches, those ubiquitous
indemnity provisions may be inef-
fectual at best. Prospective cloud
customers should require cyber lia-
bility coverage whenever possible
and should work closely with the
cloud service provider during nego-
tiations to ensure that the appro-
priate mix of coverage and dollar
limits are obtained based on the
type of cloud service being offered.

Robert J. Scott is Managing
Partner of Scott & Scott, LLP. His
practice is focused on software,
security and privacy, intellectual
property, licensing transactions,
and litigation. Mr. Scott has
become a trusted resource on
network security, IT compliance,
and the corresponding laws and
is regularly called on by his peers
to speak about these topics. He
can be reached at jscott@
scottandscottllp.com.
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