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3 Backup Tips to Protect Your
Firm’s Data
By Julie Machal-Fulks

A law firm’s electronic
data can be critical to the firm’s
efficiency. If a firm’s electronic
information were lost or otherwise unusable, it could hinder
or even cripple the firm’s ability to successfully represent its
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clients. To help reduce the risks
associated with lost data, many
firms have a process for backing
up its data. Unfortunately, not
all backups are created equally.
It is important for attorneys to
regularly review and improve
their processes related to backups and recommend that their
clients do the same.
1. Review the current backup technology. Law firms are
not always on the cutting edge
of technology, and many are using outdated methods to back
up data. The lawyers in the firm
operate believing that the data

they might lose can easily be
restored.
When using older technology
like tape backups, it may actually be difficult or impossible to
restore specific data. Lawyers
should understand the frequency of the backups, and how often data is overwritten. Often,
firms only have the potential
ability to restore a few days of
data but believe that most data
is recoverable.

If an attorney represents a
company in a regulated industry, the backup technology could
be critical. Some providers that
offer cloud backups and storage
cannot provide the appropriate
safeguards to satisfy regulators
in the financial or health services industries.
For those organizations, backups on hard drives, where the
regulated entity has the ownership and physical control of the

hard drive, may be the most
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