
A law firm’s electronic 
data can be critical to the firm’s 
efficiency. If a firm’s electronic 
information were lost or other-
wise unusable, it could hinder 
or even cripple the firm’s abil-
ity to successfully represent its 
clients. To help reduce the risks 
associated with lost data, many 
firms have a process for backing 
up its data. Unfortunately, not 
all backups are created equally. 
It is important for attorneys to 
regularly review and improve 
their processes related to back-
ups and recommend that their 
clients do the same. 

1. R eview the current back-
up technology. Law firms are 
not always on the cutting edge 
of technology, and many are us-
ing outdated methods to back 
up data. The lawyers in the firm 
operate believing that the data 

they might lose can easily be 
restored. 

When using older technology 
like tape backups, it may actu-
ally be difficult or impossible to 
restore specific data. Lawyers 
should understand the frequen-
cy of the backups, and how of-
ten data is overwritten. Often, 
firms only have the potential 
ability to restore a few days of 
data but believe that most data 
is recoverable. 

If an attorney represents a 
company in a regulated indus-
try, the backup technology could 
be critical. Some providers that 
offer cloud backups and storage 
cannot provide the appropriate 
safeguards to satisfy regulators 
in the financial or health servic-
es industries. 

For those organizations, back-
ups on hard drives, where the 
regulated entity has the owner-
ship and physical control of the 
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hard drive, may be the most 
desirable.

2. E nsure someone is actu-
ally making the backups. Due 
to shrinking budgets and staff-
ing changes, a firm might not be 
backing up data as regularly as 
it believes. It is often only after 
the data is lost that everyone 
realizes that the backups were 
never prepared. 

A firm’s managers may feel 
more comfortable if it has out-
sourced the making of its back-
ups to a third-party provider. 
When a firm outsources back-
ups to consultants, it should 
ensure that the consultant has 
appropriate controls in place to 
ensure that the backups are ac-
tually made. 

After a data loss, many firms 
discover that despite an under-
taking to make regular back-
ups, no one at the consultant’s 
office is actually performing the 
task. In that instance, a strongly 
worded indemnification provi-
sion will not help a firm recover 
data that no longer exists.

3.  Understand where the 
data resides and who is respon-
sible for its loss. One of the big-
gest challenges with the backup 
process is where the backed-up 

data resides, who is responsible 
for its loss, and what happens 
if a third party wants to access 
the data. 

Many consultants that agree 
to assist with data storage and 
redundancy will not assume 
any liability if something goes 
wrong with the data. Lawyers 
and their clients should always 
understand exactly what the 
provider is willing to do in the 
event of a data loss.

If the data is stored in the 
cloud, it is also important to 
know what will happen in the 
event that a third party tries to 
access the data. For instance, 
many companies will com-
ply with all requests from law 
enforcement for information 
stored on the companies’ hard-
ware. Sometimes, the data will 
be produced without notice to 
the data owner. 

Some providers are flexible 
with these protocols and will 
give the data owner notice that 
the data will be delivered to 
law enforcement. Others are 
not flexible. Due to the sensi-
tive nature of the data lawyers 
retain, it is advisable to choose 
a vendor that will provide 
notice and an opportunity to 

object before submitting data 
to any third party, including 
law enforcement.

In regulated industries, it 
might be a violation to trans-
fer data outside a specific geo-
graphic region. If that is the 
case, ensure that the provider 
will notify the customer before 
transferring the data outside of 
the identified region.

Conclusion

Technology could be ad-
vancing the ability to restore 
and recover lost data, but with 
those advances come new and 
different risks. Companies 
should always understand 
their approach to backing up 
critical data, and they should 
ensure that their processes fit 
the companies’ needs. If out-
sourcing backups and data 
storage, understand what po-
tential liability the vendor is 
willing to assume if something 
goes wrong.
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